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Date of cxecutiol1:February 17,2009

Name of Company covered by this certification: Holway Telephone Company

Form 499 Filer ID: 807138

Name of OHicer signing: Bruce Copsey

'ritle ofOrficer signing: General Manager

t, Bruce Copsey, certify that I am an officer oethe Company nallled above. and acting as
an agent of the Company, that I have personal knowledge that the Company has established
bper"tingproccdures thHtare.adequate to ensure compliance with the Conllllission's CPNI t·ules.
See 47 C.P.R. § 64.2(}()1 el.w'q.

Attached tQ this certification as Exhibit I is an accompanying statement explaining how
the Company's procedures ensure that the Company is in emnplia!lee with the requirements set
forth in section 64.20(}l et seq. of the Commission's rules.

The Company has not taken any actions (pnlcccdings instituted or petitions 11!ed by a
company at either commission, the coltrt system, or at th,~ Commission against data
brokers) against data brokers in the past year. Compal1i"s I1;lUStWptJr! on any information that

h.ave with respect l() the precesses pretexters are using to attempt to access CPNl, and what
steps et)tllpunies are taking tQ protect CPNL

The Company has not received any customer complaints in the. pHSt yeaI' eencerning the
unauthorized release of CPNI (number of customer complaints a company has received related to
unauthorized access to CPNl. or unauthorized diseJosure of GPNJ, brOken down by category or
complaint, e.g., instances of improper <:lCCCSS by en1ployees~ instances of improper disclosure to
individuals not authorized to receive the informatiou. or instanccs of improper access to online
information by individuals not authorizsd:>o view tIl{' information).

y' /"

Signcd_1?1~{~~fT~;----'"
ce: Telecommunications Consumers Division, EnfOl;):ietl1ent Bureau

Best Copy and Plinting, 1]1('.



Exhibit 1

Holway Telcphonc Company

TIf.Mf<'NT EXI'LA!NING HOW THE COMPANY'SOPERATlNG l'ROCIWl1RES
ENSURE COMPLIANCE wlTn THE FCC'S CI'NI RIILES

I. Custnmcr Pl"(~pi'ilJt"'l'Network Il1fnl'mat"lll ("CPNI")

('Pi'll is del1ned in Section 222(1) of the Communications Act as (A) inJ(mllutioll that relates
to the quantity, technical con:figllmtion. type, destination, and amount of use of a
telecommunications service subscribed to by any customer of a telecol11l11nnieations carrier,
and that is made available to the carrier by the ellstomcr solely by virtue of the carder­
customer relationship; and (B) infonnation contained in the bills pertaining to telephone
exchange or teiephune toll service reeeived by a CuSt\mler t1f It carder (except thm
CPNldocs not include subscdber list int()rmlltion).

Gcner'llly, CPNI includes personal information regarding a consumer's use of his or her
telecommunications services, CPN! enCOmpasses information such as: (a) the telephone
I11tlnbers ealled by a cousumer; (b) the telephone numbers calling a customer; (e) the time,
location and duration of a consumer's outbound and inbound phone calls, and (d) the
telecommunications and information services purchased by a consumer.

Call de.tl1il information (also known as "call records") is a category of CPNl that is
particularly sensitive jj'om a privacy standpoi111l111d thatis sought by pretexters, hackers and
other unauthorized entities for illegitimate purposes, Call detni! inclUdes nl1y information
that pertains to the transmission of a specific telephone cnU, including the number called (tor
outb6undcalls), the number hom which the call was placed (tor inbound calls), and the date,
thl1e, location and/or durati.on of the call (for all calls).

II, Use and l)isc!os"re of erNll, Restricted

The Company recognizes that CPNI includes information that is personal and individually
identinahle, and that privacy eoncerns have led Congress and the FCC to impose restrictions
upon its usc and disclosure, and upon the provision of access to it by individmlls or el1tities
inside and outside the Company.

The Company has designated a CPNI Compliance Officer who is responsible for: (1)
communicating with the Company's attorneys and/or cunsultants regarding CPNI
responsibilities, requiremcnts and restrictions; (2) supervising the training of Company
employees and agents who use or have access to CPNI; (3) supervising the use, disclosure,
distribution or access to the Company's CPNI by independent contraeturs and joint venture
partners; (4) maintaining records regarding the usc of CPNI in marketing campaigns; itnd (5)
receiving) reviewing and resolving questions or issues regarding use~ disc1osure~ distribution
or provision of access to CPNL



Company employees and agents that may deal with CPNfhave been informed that there are
substantial federal restrictions Up<nl CPN] use, distribution and access. In order tll be
authorized to use or aceesS the Conipany's CPNl, employees und ageJits must receive
training with respect to the requirements of Section 222 of the Communications Act and the
FCC's CPNI Rules (Subpart U of Part 64 of the FCC Rules).

Before an agent, independent contractor or joint venture partner may receive or be allowed to
access or use the Company's CPNL the agent's. il1Clependent contractor's or joint venture
liminer', agreement with the COJllpany must contain provisions (or the Company and the
agent, independent contntetor or joint veliture partner must enter int() an additional
confidentiality agreement which provides) that: (a) the agent, independent contractor or joint
venture partner may use the crNI only fOT the purpose for Which the. CPNI has been
pr()vided; (b) the a.gent, indepenclent contractor Or joint venture partner may not disclose or
distribute the CPN] to, or allow access to the CPNI hy, any other pany (unless the agent,
independent contractor orjoint venture parlner is expressly and specifically required to do so
by a COUlt order); and (c) the agent, incJependent contractor or joint venture partner must
implement. appropriatc and specific safeguards acceptahle to the Company to ensure the
confidentiality of the Company's CPNJ.

l'rlltectio!1 of CI'NI

I. The COmpat1Y may, after rece!Vmg. an approprIiltewtItten rcquest from a ctlStllluer,
disclose or provide the customer's CPNI to the eustomer by sending it to the customer's
address or record. Any and all sueh customer requests; (l)lnusjbe madein Writing; (2) must
include the e,tslonwr's c·orrect billing name and address and telephone nUll1Qer; (3) must
specl Ii' exactly what type or types of CPNl must he. disclosed or provided; (4) must specify
the time period f(lr which the CPNI must be disclosed Or provided; and (5) must be signed by
the customer. The Company wiI! disclose CPNI upon affirmative written request by the
customer to any person designated by the ctlstomer, but only after the Company calls the
('tlstomer's telephone number of rccord and/or sends a notification to the customer's address
ol'reeord to verify the accuracy ofthis request.

2. The Company will proVide a eustomer's phone recorcls or other CPN] to a law
onl1:1rcement agency in accordance with applicable legal requirements.

3. Since December 8, 2007, the Company retains all customer passwords and "shared
secrel" qlle~tion-answer combinations in secure files that Inay be accessed only by authorized
Company employees who need such information in order to authenticate the identity of
customers requestiog call detail infot'l11atiot1 over the telephone.

4. Since December 8, 2007, Company employees 'mthenticate all telephone requests for
CPN I in the same manner whether or not the CPNI consists of call defail information. That
is, Company employees must: (al bc. furnished the customer's pre-established password (or
correct answers to the back-up "shared secret" eOillbinatiol1s); (b) send the requested
information to the customer's postal or elcctronic "address of record" (sec definition above);"



or (e) ca1lthe customer back at the: customer's "telephone number of reeord" (see definition
above) with the requested information.

5. II a customer subscribes to multiple services ofiered by the Company and an affiliate, the
Company is permitted to share the customer'S ePNI regarding such services with its affiliate.
If a customer does not subscribe to any telecommunieations or non-telecommunications
servicesol1ered by an aftiliate, the C\\mpallY is not permitted to share the customer's CPNI
with the aflliiate without the customer's consent pmstlant to the appropriate notice and
apptoval procedures set forth in Sections 64.2007. 64.1008 and 64.2009 of the FCC's Rules.

6. When an existing eustomer calls thc Company t() inquire about or order new, additional or
modilled services (in-bound marketing), the COmpaIly may use the cllstomer's CPNI other
than call detail CPNI to assist the customer for the duration of the customer's call if the
Company provides the customer with the oral notice required by Sections 64.2008(c) and
64.2008(0 ohhe FCC's Rules and after the Company authenticates the customer.

Since December 8. 20{)7, the Company discloses or releases call detail information to
customers during cllstomer-initiated tclephone contacts only when the customer provides a
pre-established password. If the customer does not provide a password, call detail
inIol'lllation is released only by sending it to the eustomer's address of record or by the
carrier calling the custom.er at the telephone number of record. If the customer is able to
provide \() the Company during a customer-initiated telephone call, all of the call detail
information necessary to address a customer service issue (i. e., the telephone numher called,
when it was called, and, if applicable, the zunotlnt charged for the call) without Company
assiswnce, then the Company may take routine customcr service actions rclated to such
information. (However, under this circumstance, the Company may not disclose to thc
customer any Gall detail inl{)lmation about the customer account other than the call detail
information that the customer provides without the customer first providing a password.)

7. The Company USCS, discloses, aIld/or pern1its aecess to CPNI in COl1n"ction with
COlnp,my·initiated marketing of services to which a customer does not already subscribc
from the Company (out·bound marketing) Mly pursuant to thcnotice and approval
procedures scI forth in SeGlions 64.2007, 64.2008, and 64.2009 of the FCC's Rules. AU
proposed out-bound marketing activities are reviewed by the Company's CPJ\l1 Compliance
OlIker tin· compliance with the CPNI restrictions and requirements in the Communications
A.et and the FCC Rules.

8. The Company maintains appropriate paper and/or electronic records that allow its
c;mployces, independent contractors and joint venture partners to clearly establish the status
of each customer's Oul-out and/or Opt-In approvals (if any) prior to use of the customer's
CPHI. These records include: (i) the date(s) of any and all of the customer's deemed Opt-(lllt
appro Vlil s and/or Opt-in approvals, together with the dates of any modifications or
revocations of such approvals; and (ii) the type(s) of CPNI use, access, disclosure and/or
distribution approved by the customer.



9, Belore a Ctlstomer's CPN1 can be used in an out~bound marketing activity or campaign,
the Company's records must be checked to determine the status of the customer's CPNI
approval. Company employees, independent contractors and joint venturc partners arc
reqtlired to notify the CPN] Compliahce Officer ofahy access,m:curacy or security problcms
they enCQlmter "'ith respect to these records,

If new, additional or extended approvals are necessary, the CPNI Compliance OfficeI' will
determine vihethcr the Company's "Opt-Out CPN] Notice" or "Opt-In CPNl Noticc" must be
used with respect to various proposed out-bound luarketing acthiities.

10. The CPN1 Compliance, Officer will maintain a record of each out-bound marketing
ftCtivityor campaign, including: (i) a deseription of the campaign; (Ii) the specific CPNI that
was used in the campaign; (iii) the dilte and purpose of theeantpaign: and (Iv) what products
and services \vere offcred as part of the cahlpaign. This record shaH be maintained tor a
t11inimum of one year.

1], The Company's employees and billing agents may use CPNl to initiate, render, bill aud
coUect for telecommunications se!'VIces, The Conlpany may obtain information from new or
eX.lsuug custorncrs thut may constitute CPNlas part ofappliqtions or requests for ncw,
addition.al OJ' 111I)dified services, and its employees and agents may use such eustmner
information (without further customer approval) to initiate and provide the seJ'vices.
Likewise, the Company's employees and biHiJlg agents may usc customer service and calling
records (without customer approval): (a) to bill cust01ncrs foJ' sCJ'vice,s rcndered to them; (b)
to investigate and resolve disputes with customers regarding their bills; and (e) to pursue
legal, arbitration, or other proc,esses to collect late or unpaid bills l1'om customers,

12. The Company's employees and agents may use CPN! without enstomer approval to
protect the Company's rights or property, and to protect users and other carriers from
tlmJdnIent,abnsive or illegal usc or (or subscription to) the telecommunieatinl1s service from
Which the ePNI is del'ivcd,
Because allegations and investigations of fraucl, abuse and illegal use constitute very
seJ18itive matters, any access, usc, disclosure or distribution of CPNl pursuant to this Section
must be expressly approved in advance and in writing by the Company's CPN] Compliance
anker,

13. The Company's employees, agents, independent contractors and joint venture partners
may NOT use CPNI to identify or track customers who have made ealls to, or received calls
from, competing carriers, Nor may the Company's employees, agents, independent
contraetors or joint venture partners use or disclose CPNI for personal reasons or pro HI.

14, Company policy mandates thal Illes containing CP'N1 be maintained in a secure manner
such tbat they cannot be used, accessed, disclosed or distributed by unauthorized individuals
or in an UI13uthorized manner.

15. Paper IlleS containing CPNI arc kept in secure areas, and may not be used, removed, or
copied in an unauthorized manner,



16, Company employees, agents, independent contractors and joint venture partners are
required to notify tbe CPNI Compliance Oillecr of atlY access or security problcms they
encounter with respect to tiles containing CPNL

1T The Company may pennit its eustorners to establioh online accounts, but must require an
appropriate password to be furnished by the customer before he or she can access any CPNI
in his or her onlinc account Since December 8, 2007, passwords may NOT be based upon
readily obtainable biographical information (e,g, the cnstomer's name, mother's maiden
name, social security number or datc of birth) or account information (e,g, the customer's
telephonc number or address),

]8, Since December 8,2007, customers may obtain an initial or replacement password: (i) if
they come in person to the Company's busillCSS office, prodlice a driver's Jicellse, passport or
other govcrnmellt-issucd identificatioll verifYing their identity, alld correctly answer certain
questions regarding their sc'I'Vice and address; or (ii) if they call a specified Compally
telephone number from their telephone number of record, and then wait at that number until
a Company representative calls them back and obtains correct answers to certain questions
regarding their service and address,

19, Since December 8, 2007, the Compally will ]Jotify customers immediately of certahl
changes in theil' accounts that may affect privacy or security matters,

a, The types of cbanges that require immediate llQtificatlon include: (a) change or request
tJx change of the customer's password; (b) ehtuige or request filr change of the
customer's address of record; (c) change or rcqqest fi.lrchange ofal1y sigl1iticatite1ement
of the customer's online account: and (d) a change or request thr Chatlge to the
customer's responses with respect to the back-up means of authentication for lost or
forgotten p,tsswords,

b, The notice may be provided by: (a) a Company caJ] or voicemail to the customer's
telephone number of record; (b) a Comp,llly text message to thc customer's telephone
number ofrecord; or (c) a written notice mailed to the Ctlst0111er'S address of rectlrd (to
the customer's prior address of record if the change includes a change in the customel"s
addre.ss of record),

e, The notice must identiiY only the general type of change andm\lst not revcal the
changed inf~:l1·tnation.

d, The Company employee or agent sending the notice must prepare and furnish to the
CPNi Compliance Office,r a memorandum containing: (a) the name, address of record,
and telephone number of record ot' the customer notitied; (b) a copy or the exact wording
ot'the lext message, written nt>ticc, telephonc message or voieemail message comprising
the notice; and (c) the dare and time that the notice was sent,



20. Since DeeemberS, 2007, the Company must provide an initial notice to law enforcement
and a subsequent notice to the customer if a security breach results in the disclosure of the
cllstomer's CPNl to a third party without the customer's authorization.

a. As soon as practicable (and in no event more tlmn seven (7) days) ililer the Company
discovers that a person (without authorization or excecding authorization) has
intentionally gained access to, used or disclosed CPNI, the Company must provide
electronic notifk,atlon of SllCh breach to the United States Secret Service and to the
Fedt,ral Bureau of Investigation via a celitraI reporting facility accessed through a link
maintained by the FCC at http://ww\v.fcc.govleb/epni.

21. Since December 8, 20tY!, the Company will provide customers with accesS to CPNI at its
retail locations if the customer presents a valid photo ID and the valid photo lD matches the
name on the account.

22. Since December 8, 2007, the Company takes reasonable measures to discover and protect
against activity that is indic'ltive of pretexting including requiring Company employees,
agents, independent contractors and joint venture partners til notify the CrNI Complianee
Officer immediately by voice, voieemail or en\ail of: ('l) any suspicious or unusual caB
requesting it customcr's call detrlil information or other ePNI (includillg a call where the
caller furnishes all incoiTcct password or incorrect answer to one or both of the "shared
secret" question-answer eOlllbinations): (b) any suspicious or unusual attempt by an
indiyiclttal to change a customer's password or acMunt informatioll (including providing
inadequate or inappropriate idemiilcation or incorrect "address or record," "telephone
number of record" or other signii1eant service information); (c) qny and all discovered
instances where aecess to the Compmw's electronic files or databases eontaining passwords
or CPNJ was denied due to the provision of incorrect Iogins and/or passwords; and (d) any
complaint by a customer of unauthoriz.ed or inappropriate use or disclosure of his or her
CFNI. The CPNl Compliance Offieer will reqnest fruiher information in writing, and
investigate or supervise fhe investigation nf, any incident or group of incidents that
reasmiably appear to enlail pretexting.

CI'N i Complhmce Officer

In addition to the specilic matters required to be reviewed and approved by the Company's
CPNI Complianee Offieer, employees and agents, independent contractors and joint venture
partners arc strongly encouraged to bring any and aU other questions, issues or uncertainties
regarding the liSe, disclosure, or access to CPNl to the attention of the Company's CPNI
C'ompliancc Onicer Cor appropriate investigation, review and gnidance. The extent to which
a particular employee or agent brought a CPNJ matter to the attention of the CPNI
Compliance Oft!cer and received appropriate guidance is a material ctmsideration in any
disciplinary aclion brought against the employee or agent for impermissible use, disclosure
or aceess to CPN!.



The Company has illformed its employees and <tgents,independent eOlltl:aCtors and joint
venture partners that it considers compliance with the Communications Act and FCC Rules
regarding the use, disclosllre, ,hid access to CPNI to be very imjJortant.

Violation by Company employees Or agents of such CPNI requirements will lead to
disciplilmry action (including remedial training, reprimands, unfavorable performance
reviews, probation, and termination), depending upon the circumstances of the violation
(inclUding the severity of tbe violation, whether the Violation was a first time or I'epcat
violation, whether appropriate guidaJ1ce was sought or received from the CPNI Compliance
omcer, and the extent to which the violation was or was not deliberate or malicious),

Violation by Company indepcndellt contractors or joint venture partners of such CPNI
requirements will lead to prompt disciplinarY acrion (up to and inclnding relnedial training
and termination ofthe cOlltraCr),


